October 14, 2014

The Honorable Alan F. Estevez,
Principal Deputy Under Secretary of Defense for Acquisition, Technology and Logistics

The Honorable Paul D. Peters
Acting Assistant Secretary of Defense Logistics and Materiel Readiness

Dear Gentlemen:

I am writing you about the Department of Defense’s ongoing effort to dispose of excess equipment at
U.S. military bases in Afghanistan. During a trip to Afghanistan earlier this year, | visited several
military bases where | observed firsthand how the U.S. military organized and sorted excess
equipment into lots for return to the United States, turnover to the Afghans, or in many cases,
destruction into scrap metal. A recent Washington Post article indicated that equipment acquired at
a cost of billions of U.S. taxpayer dollars is now being resold to Afghan merchants for a fraction of its
original cost.2

In addition, GAO reported in December 2012 that DOD was unable to fully document how decisions
regarding disposal of U.S. equipment in Afghanistan were made.3 GAO noted the primary disposal
options for U.S. equipment: destroy the equipment in country; transfer the equipment to other DOD
locations; or transfer the equipment to another U.S. agency or another country. None of the military
services were able to provide GAO with documentation of the cost-benefit analyses used to make its
decisions. According to a new GAO report DOD has taken some actions to address this finding by
issuing guidance requiring cost comparisons to determine whether certain U.S. equipment in
Afghanistan should be returned.4

In light of these observations and reports, | am seeking information regarding the process for
disposing of excess equipment in Afghanistan, including the procedures governing which items are
shipped out of Afghanistan, transferred to the Afghan government, scrapped, sold at auction, or
disposed of by other means. Please provide the requested information and answers to the following
questions:

1 Excess equipment includes military armored and non-tactical vehicles, generators, housing containers, furniture, bulk excess equipment
in operable condition and other items deemed Foreign Excess Personal Property (FEPP).

2 Ernesto Londono, “Pentagon Selling - And Scrapping - Equipment in Afghanistan,” Washington Post, August, 4, 2014, p. 4.

3 U.S. Government Accountability Office, Afghanistan Drawdown Preparations: DOD Decision Makers Need Additional Analyses to
Determine Costs and Benefits of Returning Excess Equipment, GAO-13-185R. Washington, DC: Government Accountability Office,
December 19, 2012. http://www.gao.gov (accessed October 8, 2014).

4 U.S. Government Accountability Office, Afghanistan Equipment Drawdown: Progress Made, but Improved Controls in Decision Making
Could Reduce Risk of Unnecessary Expenditures, GAO-14-768. Washington, DC: Government Accountability Office, September 30, 2014.
http://www.gao.gov (accessed October 8, 2014)
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1. Describe the disposal/disposition process as specifically applied to excess equipment in
Afghanistan. Please provide all applicable written guidelines and procedures. If the process
differs from those described in DOD Manual 4160.21-M, please specify the difference.

2. s the disposal/disposition process being uniformly implemented at all U.S. installations in
Afghanistan? If not, why not?

3. Has the DOD guidance, requiring cost comparisons to determine whether certain equipment
should be returned from Afghanistan, addressed the deficiency identified by the GAO?5

4. What oversight measures are in place to ensure that excess equipment is not stolen or
otherwise diverted to unauthorized recipients?

5. The Washington Post article indicated that the Afghan government intends to “collect tariffs
on goods that were exempt from them when they arrived in the country.”®

a. Isthe Afghan government imposing taxes, tariffs, or other fees in connection with the
disposal of excess property in Afghanistan?? If so, please provide a full description of
the mechanisms used by the Afghan government to collect such taxes, tariffs, or
other fees.

b. Who is responsible for paying Afghan taxes, tariffs, or other fees associated with the
disposal of excess equipment?

c. Ifthe U.S. is making these payments, what does DOD estimate the U.S. will pay for
such taxes, tariffs, and fees in FY 20157

| am making this request pursuant to my authority under Public Law No. 110-181, as amended, and
the Inspector General Act of 1978, as amended. Please provide this information no later than
October 28, 2014, to Jack Mitchell, Director of the Office of Special Projects. Please do not hesitate
to contact him at | o' © You have any further

questions.

Sincerely,

John F. Sopko

Special Inspector General
for Afghanistan Reconstruction

5/d.
6 Londono, p. 5.

7 Negotiations between the U.S. Military and the Afghan Ministry of Finance to establish a mechanism for the collection of tariffs on goods
previously exempt from them customs taxation when they arrived in Afghanistan, Id.
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CcC: General Lloyd J. Austin llI
Commander, U.S. Central Command

General John F. Campbell
Commander, U.S. Forces—Afghanistan and

Commander, International Security Assistance Force

Vice Adm. Mark D. Harnitchek
Director, Defense Logistics Agency
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1. Describe the disposal/disposition process as specifically applied to excess equipment in
Afghanistan. Please provide all applicable written guidelines and procedures. If the process
differs from those described in DOD Muanual 4160.21-M, please specify the difference.

Department of Defense (DoD) Response: On August 5, 2013, I issued the attached
memorandurs, “Consolidated Guidance on Equipment Retrograde and Disposition.” The
memorandum provides tailored guidance for disposition of equipment used in support of
operations in Afghanistan. The memorandum is organized into three sections: (1) Guidance for
disposition of military equipment; (2) Guidance for disposition of installation property; and
(3) Guidance for disposition of non-standard equipment. Within each section, priorities for
disposition of equipment are provided.

Equipment that is still required to meet current and future military needs is returned to the
United States or to an alternate location determined by the Military Services. Equipment that is
no longer needed or is cost-prohibitive to transport (i.e.. the transportation cost exceeds
replacement value) is made available under various authorities to the Government of the Islamic
Republic of Afghanistan and other partner nations to advance national security and foreign
policy interests.

The Consolidated Guidance follows the same basic four-step process {reutilization.
transfer, donation, and sale) described in DoD 4160.21-M, “Defense Materiel Disposition
Manual.” in order to maximize stewardship of taxpaver-funded equipment and supplies.
However, the Consolidated Guidance clarifies and expands upon the guidance of DoD 4160.21-M
to address the unique situation where U.S. Forces — Afghanistan (USFOR-A) is responsible for
conducting reutilization, transfer, and donation screening while the Defense Logistics Agency
(DLA) remains responsible for conducting sales of both scrap and usable property. Once the
equipment is transferred to DLA, no further screening for reutilization. transfer, or donation is
necessary. Another difference is that the Conselidated Guidance allows USFOR-A to determine
screening timelines based on operational considerations.

Additional guidance on transfers of foreign excess personal property (FEPP) is contained
in the attached memoranda;

e May 11, 2011, “Authority to Transfer U.S. Foreign Excess Personal Property (FEPP)
in Afghanistan.” provides USFOR-A initial delegation of authority to transfer FEPP
to the Government of the Isfamic Republic of Afghanistan (GIRoA). as well as
conditions for transfers:

o June 4, 2012, “Authority to Transfer Foreign Excess Personal Property (FEPP) from
Afghanistan to Other Countries in Ceniral Asia,” provides authority to transfer FEPP
to Central Asian countries and other countries identified by U.S. Central Command;

o July 31.2012. “Request for Pre-Approval of Excess Declaration of Non-Standard
Equipment,” provides authority to transfer certain non-standard base support
equipment to the GIRoA without additional screening:



September 27. 2012, *Authority to Transfer Armored Non-Tactical Vehicles to
Afghanistan.” provides authority to transfer up to 2.000 armored non-tactical vehicles
as FEPP to the GIRoA based on approved license from Department of Commerce;

May 7. 2013, “Request Authority to Waive “Where-Is" Provision of "As-Is, Where-Is’
Foreign Excess Personal Property Policy for Class VIII Medical Supplies in
Afghanistan.” provides authority for limited transport ol class VIII medical supplies
on a space available or other basis at no additional cost to DoD:

July 11, 2013, “Transfer of Needed Class [X Repair Parts to the Government of the
Islamic Republic of Afghanistan.” provides guidance on transfer of class [X repair
parts under both FEPP and foreign military sales authorities:

July 16, 2013, *Request to Adjust Ticred Delegation of Authority for Foreign Excess
Personal Property in Afghanistan.” adjusts the minimal approval authority for transfer
of FEPP to the GIR0A;

December 19, 2013, “Request for Pre-Approval of Excess Expendable Class VIII
Medical Supplies,” provides authority to transfer expendable class VIII medical
supplies to the GIRoA without additional screening;

April 11, 2014, “Authorization to Waive the Requirement to Document the Estimated
Depreciated Value of Foreign Excess Personal Property on the Signed Joint inventory
for Transfers to the Government of the [slamic Republic of Afghanistan,” authorizes
USFOR-A to waive the requirement to document the deprectated value of FEPP on
the signed joint inventory in instances where the designated representative of the
GIRoA declines to sign the signed joint inventory listing the estimated depreciated
value of the items:

May 28, 2014, “Authorization to Transfer up to 100 Ten-Meter Dynatowers as
Foreign Excess Personal Property to the Government of the Islamic Republic of
Afghanistan.” provides authority to transfer up to 100 armored guard towers o the
GIRoA based on approval by Department of State:

August 19, 2014, “Request to Adjust Tiered Delegation of Authority for Foreign
Excess Personal Property in Afghanistan.” provides authority to USFOR-A 1o
approve transfers of FEPP at an increased dollar value threshold for Shindand.
Leatherneck, Bagram, and Kandahar; and

September 4. 2014, “Request to Transport T-Walls in Kandahar Province for
Donation to the Afghan National Security Forces,” provides authority to transport
T-walls when the cost to transport T-walls to the nearest disposal site and dispose of
them would exceed the cost to transport the T-walis to an alternate location
designated by the GIRoA.



2. Is the disposal‘disposition process being uniformly implemented ar all U.S. installations in
Afghanistan? If not, why not?

DoD Response: Yes. The Consolidated Guidance on Equipment Retrograde and
Disposition applies to, and provides direction with respect to, all DoD equipment and supplies in
Afghanistan, and it was issued to each of the Military Services, each geographic combatant
commander, the Joint Staff, DLA, the Defense Contract Management Agency, Defense Security
Cooperation Agency. and the Combined Security Transition Command — Afghanistan.

USFOR-A executes the guidance through a single theater FEPP manager assigned to the
USFOR-A Fusion Cell. The USFOR-A FEPP manager disseminates the guidance to FEPP
martagers located at each of the Regional Commands and reviews all FEPP packages for
consistency and adherence to policy.

3. Has the DOD guidance, requiring cost comparisons to determine whether certain equipment
should be returned from Afghanistan, addressed the deficiency identified by the GAQ?

DoD Response: Yes. The Consolidated Guidance on Equipment Retrograde and
Disposition directs the Military Departments to conduct a readiness assessment on the military
equipment, as well as a cost comparison to determine if the military equipment should be
retrograded. The cost comparison compares the replacement value of the military equipment to
the retrograde transportation cost. Additionally, USFOR-A conducts a cost-benefit analysis as
part of the FEPP packet process in order to document the acquisition and fair market values of
property being transferred to the GIRoA with the estimated transportation costs if retrograded.
The documentation and vetting processes are reviewed periodically in order to ensure
consistency and pelicy compliance. The most recent review was conducted in May 2014 by the
U.S. Army Audit Agency at the request of USFOR-A.

This Consolidated Guidance on Equipment Retrograde and Disposition reinforces DoD
policy contained in DoD Instruction 4140.G1, “DoD Supply Chain Materiel Management
Policy,” that “"all costs associated with materiel management, including acquiring, distributing,
transporting, storing, maintaining. and disposing. shall be considered in making best value
decisions throughout the DoD) supply chain.”™ The Military Departments may consider multiple
factors in their decision making. such as condition of equipment, obsolescence. reset/repair costs,
future sustainment costs, future service readiness requirements, and transportation costs.

4. What oversight measures are in place to ensure that excess equipment is not stolen or
otherwise diverted 1o unauthorized recipients?

DoD Response: Physical security prior to transfer of excess equipment is provided by
USFOR-A. Excess equipment is typically processed through a retrosort yard. a retrograde
processing assistance team (RPAT) yard or under the oversight of a unit commander. all of
which are postured in controlled areas within a USFOR-A base.

Ll



Each transfer to the GIRoA requires the signature of the appropriate Afghan federal.
provincial. or local government official. Equipment transferred to the GIRoA as FEPP is limited
to demilitarization code A property, meaning that it is not listed on the Department of State
Munitions List or the Department of Commerce Control List. Limited exceptions have been
granted by the Department of State to transter armored guard towers and by the Department of
Commerce to transfer commercially armored sport utility vehicles. Once property has been
signed over to the appropriate Afghan federal. provincial. or local official, there is no oversight
measure to prevent the subsequent diversion of demilitarization code A property.

The GIRcA will provide all required end-user assurances for defense articles transferred
as Excess Detense Articles (EDA) pursuant to 22 U.S.C. §2321j. Additionatly, all defense
articles transferred as EDA will be subject to post-delivery end-use monitoring as stated in the
transter agreements and as established by DoD end use monitering policy.

3. The Washington Post article indicated that the Afghan govermnent intends to “collect tariffs
on goods that were exempt from them when they arrived in the country.”

a. Is the Afghan government imposing faxes, tariffs. or other fees in connection with the disposal
of excess property in Afghanistan? If so. please provide a full description of the mechanisims
used by the Afghan government to collect such taxes, tariffs. or other fees.

DoD Response: The Afghan government is not imposing taxes. tariffs. or other
fees on the United States in connection with the disposal of excess property in
Afghanistan.

b. Who is responsible for paying Afghan taxes, lariffs. or other fees associated with the disposal
of excess equipment?

DoD Response: Local Afghan vendors are responsible for paying any customs
duties. fees, and related taxes when purchasing excess white goods that are sold by DoD.
I have attached the “ISAF and/or US-DLA and Afghan Customs Department Joint
Agreement on Procedure for Customs Release of White Goods.” signed by the Afghan
Deputy Minister of Finance, the Afghan Customs Department Director General, the head
of the ISAF Customs Coordination Cell. and the DLA Sales Contracting Officer.

¢. If the U.S. is making these payments, whal does DOD estimate the U.S. will pay for such taxes,
tariffs, and fees in FY 20157

DoD Response: The United States is not making any payments of Afghan taxes.
tariffs, or other fees associated with the disposal of excess equipment.






for Fiscal Year (FY) 13 (Public Law 112-239). Military Departments wishing to exercise this
authority should coordinate with the Defense Security Cooperation Agency (DSCA).

1. Retrograde

The owning Military Department will screen military equipment (standard equipment and
supplies with National Stock Numbers (NSNs)) against approved authorization documents or
future requirements. If a valid requirement exists internal to the Military Department but outside
of the CJOA-A, then the Military Department will conduct a readiness assessment on the military
equipment, as well as a cost comparison to determine if the military equipment should be
retrograded. The readiness assessment will consider the criticality of the equipment for meeting
the Military Department’s readiness objectives. The cost comparison will compare the
replacement value of the military equipment to the retrograde transportation cost. The Military
Department may choose to retrograde the military equipment based on either of these assessments.
If a valid requirement exists in another Military Department, but outside the CJOA-A, that
Military Department will conduct a readiness assessment and, based upon the assessment, accept
title to and retrograde the military equipment. However, if no Military Departinent decides to
retrograde the military equipment, the owning Military Department will make standard equipment
available for security cooperation transactions or for transfer as FEPP. The owning Military
Department may also make supplies with NSNs available for secunity cooperation transactions or
for transfer as FEPP.

2. Security Cooperation Transactions (EDA or FMS)

If no Military Department requireiments exist in theater or elsewhere, and the authority
provided in section 1222 of the NDAA for FY 2013 is not exercised, the owning Military
Department will declare military equipment excess to the DoD, and the standard equipment will
then be offered, afler coordination with DSCA, to eligible countries pursuant to 22 U.S.C. §2321j
{section 516 of the Foreign Assistance Act of 1961, as amended (FAA), with regard to grant
transfers of EDA) or 22 U.8.C. §2751, et seq, (FMS) on an “as-is, where-is” basis. Military
Departments may also make supplies with NSNs available for security cooperation transactions
using the procedures contained in this section. USCENTCOM in coordination with the Military
Departments and U.S. National Support Element — Afghanistan (USNSE-A) may adjust the
timelines specified below based on mission and operational requirements,

The Military Departments will work with DSCA on preliminary actions to match excess
standard equiprment with potential recipients as soon as possible. Specifically, the Military
Departments will provide lists of potentially excess standard equipment, condition codes (if
available), and availability timelines to DSCA. DSCA will then provide the Military
Departments” standard equipment lists to security cooperation officers in order to gauge the



interest of prospective countries, and identify standard equipment items of high EDA potential.
EDA potential is based on equipment-specific interest and equipment serviceability. Based on the
high EDA potential, DSCA and the Military Departments will look for potential matches of
standard equipment, and assist prospective countries with the development of letters of request
(LORs).

Subsequent to the process described above, the Military Departments will provide the list
of high EDA potential equipment to USNSE-A and issue disposition instructions to hold that
equipment at USCENTCOM-designated locations for EDA processing. Equipment with low EDA
potential may be transferred immediately to DLA for disposal.

In order to be in alignment with mission op tempo, LORs need to be completed no later
thart October 31, 2013, exceptions may be approved on a case by case basis. If an LOR is not
established by October 31, 2013, the Military Department may transfer the standard equipment to
the Defense Logistics Agency (DLA) for disposal. Upon completion of the LOR, the Military
Department will continue to hold the standard equipment at USCENTCOM-designated locations
pending establishment of the letter of offer and acceptance (LOA) and the coordination of
shipment and delivery by the requesting country. Delivery should be completed no later than
March 1, 2014. If the shipment and delivery are not executed by March 1, 2014, the Military
Department may transfer the standard equipment to DLA for disposal. USCENTCOM in
coordination with the Military Departments and USNSE-A may allow equipment to be held
beyond March 1, 2014 based on mission and operational requirernents.

Delivery options include using a freight forwarder (funded and arranged by the receiving
country, typically on commercial airlift), an FMS case (funded by the receiving country, typicsaily
through the Defense Transportation System (DTS)), an acquisition and cross-servicing agreement
(ACSA) (reimbursed by the receiving country, typically through the DTS), or as lift and sustain
for authorized countries (funded by DoD using lifi and sustain authorities).

3. Transfer as FEPP

Prior to transferring eligible standard equipment and supplies with NSNs to DLA for
disposal, the Military Department may offer eligible equipment and supplies (i.e. demilitarization
code “A™) to USNSE-A for additional screening. FEPP transfer authority should be used to the
maximurn extent possible, provided that screening does not adversely affect drawdown timelines.
USNSE-A will offer eligible standard equipment to the NATO Training Mission — Afghanistan
(NTM-A) for potential transfer to the GIRoA. pursuant to the FEPP transfer authority in 40 U.S.C.
Chapter 7 (Foreign Excess Property). If the eligible standard equipment is not requested by NTM-
A for transfer to the GIRoA, USNSE-A may offer the eligible standard equipment to cealition
partners, surrounding Central Asian countries, or other countries identified by USCENTCOM, on



an “as-is, where-is” basis, using the delegated FEPP transfer authority in my memorandum of June
4, 2012, “Authority to Transfer Foreign Excess Personal Property from Afghenistan to Other
Countries in Central Asia.” Receiving countries are responsible for arranging {ransportation as
well as any necessary export and taxation agreements with GIRoA. USNSE-A may offer non-
lethal items to the U.S. Agency for International Development (USAID) through the Department
of State to meet humanitarian assistance needs inside or outside the USCENTCOM CIJOA-A. All
transfers of excess property to USAID will be made pursuant to 10 U.S.C. §§ 2557 and 2561, in
coordination with DSCA. USNSE-A may also muke serviceable, non-controlled medical and
other equipment available to a qualifying non-profit medical or health organization at any time
under 40 U.S.C. §703.

Guidance and direction contained in my memoranda of May 11, 2011, “Authority to
Transfer U.S. Foreign Excess Personal Property (FEPP) in Afghanistan,” January 23, 2012,
“Tiered Delegation Authority to Transfer U.S. Foreign Excess Personal Property (FEPP) as Part of
Base Closures and Individual Equipment Transfers,” and July 16, 2013, “Request to Adjust Tiered
Delegation of Authority for Foreign Excess Personal Property in Afghanistan” remain in effect.
Uniess otherwise indicated, all executed transfers must comply with policy guidance outlined in
DoD 4160.21-M “Defense Materiel Disposition Manual”.

4. Disposal

If the equipment is not dispositioned through any of the methods described above, the
Military Department will transfer the equipment to DLA with proper tumn-in documentation. DLA
will document receipt of the equipment in its property accountability system. Once the equipment
is transferred to DLA, no further screening for rentilization, transfer, or donation is necessary.
Praperty that has a possible residual value that would exceed the cost to process will be set aside
for further evaluation and alternative disposition. DLA will review the segrepated property to
ensure that no U.S. Munitions List (USML}) or Commerce Control List (CCL) items are released
and will take appropriate actions to mutilate or demilitarize any such property in accordance with
DoD 4160.28-M “Defense Demilitarization.” Once approval by the GIRoA Ministry of Finance
(MoF) is obtained, DLA may sell non-USML and non-CCL items as usable property or scrap
without mutilation. In the absence of such approval, DLA will continue to mutilate usable
property and sell as scrap for the basic material content. International Security Assistance Force
(ISAF) CJ4 in coordination with DLA and the U.S. Embassy will work with the GIRoA MoF to
resolve any taxation issues related to local sales of property.

Guidance for Disposition of Installation Property:

For purposes of this memorandum, “instaliation property” refers to property procured for
the purpose of base operations or contracted support functions, including contractor-managed,



Govemment-owned (CMGO) property and all associated supplies. Priority for disposition of
installation property is as follows: (1) FEPP associated with base transfer or conveyance, (2)
Reutilization by contracts in the CJOA-A, (3) Reutilization by other Military Departments and
transfer to other Federal Agencies, (4) Transfer as FEPP (not associated with base transfer), and
{5) Disposal. Guidance on each of these categories is provided below:

1. FEPP Associated with Base Transfer or Conveyance

Prior to the transfer or closure of a base, the Defense Contract Management Agency
(DCMA) will direct contractors for DCMA-administered contracts to develop a property
reallocation plan (PRP) for CMGO property in accordance with the priorities established in this
memorandum. DCMA will maintain an archive of approved PRPs to support management
analysis and audit readiness, The PRP will identify property that will transfer with the base,
property that will be reutilized within the contract, and property that is considered excess. Whena
base is being transferred to the GIR0A, property necessary to keep the base functional will be
offered to the GIRoA pursuant to 40 U.S.C. Chapter 7 (FEPP), and consistent with the guidance in
my memoranda referred to above, dated May 11, 2011, January 23, 2012, and July 16, 2013, and
my memorandum of July 31, 2012, “Request for Pre-Approval of Excess Declaration of Non-
Standard Equipment.”

£ USCENTCOM determines it is in the best interest of the United States to convey a base
to the GIRoA, USNSE-A is authorized to convey installation property necessary to keep the base
fimctional, using the same pre-approval list as in my memorandum referred to above, dated July
31, 2012, Instaliation property may only be conveyed after any necessary demilitarization has
been completed and certified, and when at least one of the following conditions is met:

a. A determination that conveyance is proper for considerations of heaith, safety, security, or
the environment. These findings will include a written statement from the pertinent official
responsible in these areas of operation.

b. Property cammot be reutilized, transferred, donated, or sold if prohibited by U.S. law, DoD
policy, Military Department regulation, or relevant international agreements.

¢. Donation has been determined and documented to be infeasible. If, at any time before
actual conveyance, donation of the property becomes feasible, the property will be
donated, unless otherwise specifically prohibited.

d. The property has no commercial value. “No commercial value™ means the property has no
utility or monetary value (either as an item or as scrap).

e. Ssle of the property is uneconomical. The estimated costs of continuing to care for and
handle the property exceed the property’s estimated sale proceeds, and the estimated cost
of conveying the property is less than the estimated cost of the property’s sale.



For audit purposes, USNSE-A will retain a list of all property conveyed as required by
DoD Instruction 5000.64, “Accountability and Management of DoD-owned Equipment and Other
Accountable Property.” USNSE-A will forward a copy of this list monthly to the Deputy
Assigtant Secretary of Defense (DASD) for Supply Chain Integration (SCI), through appropriate
chantels.

Z. Reutilization by Contracts in the CJOA-A

Installation property that is not transferred or conveyed with a base will be screened by the
contractor for reutilization against other task orders under the same contract. If the property is not
required under the current contract, DCMA will coordinate the screening of equipment with
cognizant contracting authorities for potential reuse against other contracts in the USCENTCOM
CIOA-A. If the property is not required for any contracts in the CJOA-A, or if it is not cost-
effective to transport it to a new location, the contractor will transfer equipment to USNSE-A for
additional screening, pursuant to the procedures described below.

3. Reutilization and Transfer

USNSE-A will screen the instaliation property with the Military Departments operating in
the USCENTCOM CJOA-A for potential reutilization. USNSE-A will also screen the property
with Federal Civil Agencies for potential transfer on an “as-is, where-is” bagis. USNSE-A, after
coordinating with DSCA, may offer non-lethal items to USAID through the Department of State
to meet humanitarian assistance needs inside or outside of the USCENTCOM CJOA-A. All
teansfers of such property to USAID will be made pursuant to 10 U.S.C. §§ 2557 and 2561.

4. Transfer as FEPP (Not Asseciated with Base Transfer)

USNSE-A will offer remaining property to the GIRoA for potential transfer as FEPP.
(NTM-A approval is not required for the transfer of installation property as FEPP to the GIRoA).
USNSE-A may offer any remaining property to coalition partners, surrounding eligible Central
Asian countries, and other countries identified by USCENTCOM using the delegation of FEPP
authority in my memorandum referred to above, dated June 4, 2012. USNSE-A may also make
serviceable, non-controlled medical and other equipment available to a qualifying non-profit
medical or health organization at any time under 40 U.8.C. §703. FEPP transfer authority shoutd
be used to the maximum extent possible, provided that screening does not adversely affect
drawdown timeines.



5, Disposal

Once all screening described above is completed, DLA will accept ownership of
installation property (with proper turn-in documentation) either at one of its disposition sites in
Afghanistan or on-site through an Expeditionary Disposal Remediation Team (EDRT). DLA will
document receipt of the property in its property accountability system. Once the property is
transferred to DLA, no further screening for reutilization, transfer, or donation is necessary.
Property that has a possible residual value that would exceed the cost to process will be set aside
for further evaluation and altemative disposition. DLA will review the segregated property to
engure that no USML or CCL items are released and will take appropriate actions to mutilate or
demilitarize any such property in accordance with DoD 4160.28-M “Defense Demilitarization.”
Once approval by the GIRoA Ministry of Finance (MoF) is obtained, DL A may sell non-USMI,
and non-CCL items as usable property or scrap without mutilation. In the absence of such
approval, DLA will continue to mutilate usable property and sell as scrap for the basic material
content. International Security Assistance Force (ISAF) CJ4 in coordination with DLA and the
U.S. Embassy will work with the GIRoA MoF to resolve any taxation issues related to local sales

of property.
Guidance for Disposition of Non-Standard Equipment

For purposes of this memorandum, “Non Standard Equipment (NS-E)” refers to
commercially acquired or non-developmental equipment that is rapidly ecquired and fielded
outside of the normal planning, programming, budgeting, and execution and acquisition processes
to bridge mission capability gaps to meet urgent warfighter or other unit requirements. NS-E is
defined in two categories, tactical and non-tactical. Tactical NS-E is equipment obtained to
support assigned mission capabilities or force protection through the Operational Needs
Statement, Joint Urgent Operational Needs Statement, or by other providers such as the Rapid
Equipping Force, Army Asymmetrical Warfare Office, Intelligence and Security Command,
and/or Headquarters, Depariment of the Army G-2, and is funded by supplemental appropriations.
Non-Tactical NS-E items are commercially available items purchased by units using International
Merchent Purchase Agreement Card (IMPAC) or local purchase procedures to support
administration, base operations functions, and garrison support services. Disposition instruction
for NS-E in Afghanistan can be found in the Materiel Enterprise Nonstandard Equipment
Database (MENS-E).

Although .S, forces have greatly benefited from the access to rapid acquisition of newly
emerging technologies and capabilities for Iraq and Afghanistan, we must be judicious in what we
retain as an enduring capability. To that end, the Military Departments will evaluate the value to
type classify NS-E in order to add these capabilities to authorization documents. This deliberate
process should be similar to the process for new equipment acquisition. Evaluation factors will






OFF}CEIOF THE ASSISTANT SECRETARY OF DEFENSE

A%00 DEFENSE PENTAGON
WASHINGTON, DC 20353013016

MAY 11 2011

LOGISTICS AND
MATERIFL READINESS

MEMORANDUM FOR COMMANDING GENERAL, UNITED STATES FORCES-
AFGHANISTAN (USFOR-A)

SUBJECT: Authority to Transfer U.S. Foreign Excess Personal Property (FEPP) in Afghanistan

This responds to your memorandum of February 26, 2011, which requested delegation of
authority for United States Forces ~Afghanistan (USFOR-A) to transfer foreign excess personal
property (FEPP) to the Government of the Islamic Republic of Afghanistan (GIRoA). I concur,
in consideration of the operational environment and to further the mission in Operation Enduring
Freedom (OEF), that in general, transferring FEPP to the GIRoA. is in the best interests of the
United States.

I hereby delegate to the Commander, USFOR-A, and the Deputy Commander for Support,
USFOR-A, the authority to determine that a transfer to the GIRoA of specific property for
substantial benefit is in the interest of the United States. This delegation applies only to property
(1) no longer required by U.8. forces in theater; and (2) of a type for which retrograde outside
theater is cost-prohibitive or infeasible given current in-country security and transportation
probiems. The authority for determining an item’s status remains with the Military
Department/Service that owns the item.

The USFOR-A delegated authority may be used to transfer up to $30M (depreciated value)
of FEPP as part of any single transfer or closing of a Forward Operating Base (FOB), including,
but not limited to, applicable Contingency Operating Bases (COB), Contingency Operating Sites
(COS), and Contingency Operating Locations (COL).

In addition to the delegated aunthority above, the Cormander, USFOR-A, or the Deputy
Commander for Support, UUSFOR-A, is authorized to implement a tiered approval authority for
FEPP transfers that are not a part of a transfer or closing of a base, site, or location, in
accordance with the guidelines outlined below.,

Individusl Depreciated Value Approval Authority

$0 -59,999,99 -6 Level Commander

$£10,000 - $49,999.99 First GO in the Chain of Command
$50,000 - $999,999.99 Commeander or Deputy

Commander, Support
$1,000,000.00 and above ASD{L&MR)




The depreciated values specified may be applied to transfers of a single item or multiple
items, as long as the depreciated value of all the items to be transferred at any one place at one
time (i.¢., “per transaction”) does not exceed the values specified above. The transfer authorities
noted above are not restricted to transfers to the GIRoA and the Afghan National Security Forces
{ANSF), but may also include transfers to other Afghan federal, provincial, or Jocal
governmental entities, as long as the U.S. Embassy concurs in the transfer to such other entities
prior to signing the required transfer document (described below).

Each FEPP transfer to the GIRoA must be supported by a justification that concludes that the
benefit to be gained by the United States will be tangible, appreciable, and commensurate with
the value of the property authorized for transfer. Attachment 1 provides statements of relevant
factors to consider and evaluate when documenting substantial benefit io the U.S. Government.

Screening for possible U.S. Federal agency transfer or donation is waived with respect to
FEPP transfers to the GIRoA, with the understanding that all transfers of property shall be
subject to concurrence by the U.S. Embassy, Afghanistan. If the Embassy or Department of
Defense (1o} Components identify other potential U.S. Government activities with an interest
in receiving the property, those activities shall be given priority over transfers to components of
the GIRoA. It is anticipated that in the future the Department of State (DoS) will assume a larger
role in the Afghanistan mission. USFOR-A will assess future DoS equipment requirements
against all other property transfer requirements in theater. Property identified for potential DoS
utilization will be segregated by USFOR-A. Storage capacity for equipment will be a
determining factor in the volume of segregated property will be held for future DoS use.

Unless otherwise indicated, all executed transfers must continue to comply with policy
guidance outlined in DoD 4160.21-M. Specifically, demilitarization and trade security control
requirements continue to apply. Only equipment items coded with a Demilitarization Code of
“A" may be transferred. This memorandum authorizes no exceptions for equipment listed on the
U.S. Munitions List of the International Traffic in Arms Regulation, or “dual-use” items under
the Commerce Contro] List of the Export Administration Regulation, Equipment identified on
those lists continues to be restricted from transfer. All FEPP transfers must be documented by an
arrangement, memorandum of understanding, or a similar document that identifies, ata
minimum, the items and their estimated depreciated value, as well as their ultimate destination,
use, and disposition. Such documentation must include a determination that individual transfers
are in exchange for substantial benefits in accordance with 40 U.8.C. 704(b)(2)(B). Provided a
specific transfer is documented in the above manner, the excess property need not be transferred
to DLA Disposition Services. Other resfrictions on fransfer of certain categories of materiel are
contained in Attachment 2.

USFOR-A shall retain a list of all items transferred to the GIRoA for audit purposes as
required by DoD Instruction 5000.64, “Accountability and Management of DoD-owned
Equipment and Other Accountable Property,” and shall forward a copy on a monthly basis,
through appropriate channels, to the DASD(SCI) with copies finnished to the DA J-3 and to the
Deputy Chief of Staff for Logistics for the Military Department/Service that previously had the
transferred items on its property books.




I continue to support USFOR-A’s critical assessment of potential ways to optimize the FEPP
transfer process in Afghanistan, If you have any questions or require additional information,
contact Mr, Robert McCullough, on my staff, at (703) 604-0098 X136, or
robert.mecullongh@osd. mil.

Alan F, Estevez
Principal Deputy

Attachments:
As Stated




Attachment 1

Any transfer under the limits provided in this memorandum and authorized at your level must
be accompanied by an analysis and documentation supporting same. Pravided below are
possible factors, set out in the form of the requisite determination that must be made, to consider
and evaluste when documenting substantial benefit to be gained by the U.S. Government from
Foreign Excess Personal Property transferred in Afghanisten. This list is neither all inclusive nor
mandatory; other factors or rationales may support potential transfers:

In consideration of the operational environment, it is determined that this transfer is in the
interest of the United States and will substantially benefit the U.S. Government in accordance
with 40 U.S.C. 704(b)(2)(B). These transfers offer tangible, appreciable benefits by allowing
USFOR-A activities to transfer items appropriately and efficiently to Afghan Government
entities that will obtain a direct benefit from such items:

- USFOR-A will avoid substantial logistivs und transportation costs for the potential return
of these non~weapon items, most of which are used and of fairly low value.

-If transferred extremely limited transportation assets will not be needed to retrograde these
items out of country.

- USFOR-A will avoid ultimate disposal costs for items where there i3 no other disposal
outlet, B

- This transfer will streamline the retrograde process by relieving departing military units
of the expense and administrative burden of managing significant accumulations of excess, low-
value, non-U.S. Munitions List/non-Commerce Control List items, allowing units to focus on
higher-priority mission tasks.

- This transfer will alleviate unit transportation costs, since the recipient Afghan entities
will bear the transportation expense.

- This transfer will foster favorable relations between the United States and Afghanistan at

the federal, provincial, and local levels by enhancing Afghan Government institutional
development and increasing its overall capabilities.

- This transfer will avoid potential delays in the drawdown of U.S. forces that could result
from the significant logistical efforts involved in retrograding or selling such materials,



Attachment 2

Restrictions as outlined in DoD 4160.21-M, Defense Material Disposition Manual, apply.
All medical equipment must be cleaned and sanitized. Survival and Protective Equipment is not
authorized for transfer without instruction to recipients regarding proper application, and the
transferee shall be advised in writing that use of such equipment is at its own risk and the U.S,
Government is relieved from any and all claims that may result from use of the equipment.

Restrictions on prescription safety and surgical devices and prescription, surgical telescopes
apply. Psychediagnostic test sets are not authorized for transfer.

Special Markings and procedures are required for radiation emitting products (includes
noncertified color and black and white television receivers, noncertified microwave ovens,
certified and noncertified diagnostic x-ray systems and their major components, certified and
noncertified cabinet x-ray systems, noncertified laser produets, noncertified cold-cathode gas
discharge tubes under conditions of scrap or salvage, and any other noncertified electronic
product for which FDA may issue a performance standard).

Authorizstions for ambulances, fire rescue crash trucks, and other emergency vehicles, in
general, are under the umbtrella of authorized transfers. Medical components of those vehicles
must adhere to conditions outlined in this section of the instructions. Unless otherwise indicated,
all executed transfers of this equipment must continue to comply with policy guidance outlined
in DoD 4160.21-M.

Normailly Morale, Welfare, and Recreation (MWR) equipment is purchased with non-
appropriated funds (NAF). NAF property is currently only processed for Federal screening and
is not eligible for transfer. NAF property is eligible for reutilization or transfers provided that
the NAF activity waives reimbursement or negotiates reimbursement with the recipient.
Therefore, MWR. equipment can only be transferred if purchased with appropriated funds. After
all policy requirements have been met, revalidation of usability and reliability apply for transfers
in Afghanistan. Unless otherwise indicated, all executed transfers of MWR equipment must
continue to comply with policy guidance outlined in DoD 4160.21-M.

Approval authority, as outlined, for communications equipment is granted within legal and
regulatory limitations, as described below, based on USFOR-A’s assurance of compliance with



policies, which require cleansing of personally identifiable information (PII) prior to transfer.
This approval authority does not apply to communications equipment on the United States
Munitions List (USML) or the Commerce Control List (CCL). Communications equipment that
requires special handling cannot be transferred in Afghanistan without meeting specified
conditions.

According to the Director of Administration and Management, Department of Defense
Senior Privacy Official Memorandum, "Safeguarding Against and Responding to the Breach of
PIL," September 21, 2007, PIlI is information about an individual that identifies, links, relates, or
is unique to or describes him or her. Examples of Pl include but are not limited to Social
Security number; age; military rank; civilian grade; marital status; race; salary; home/office
phone number; and other demographic, biometric, personnel, and medical information.

Although PII does not meet the presently published definition of sensitive information in
Dol Instruction 5000.64, the Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics Memorandum, “Control of Information Technology Property
Containing Sensitive Information,” September 8, 2008, expands the definition to include PII.
Additionally, DoD Memorandum, “Department of Defense (DoD) Guidance on PI,” August 18,
2006, provided that “DoD Components are directed to ensure that all PII not explicitly cleared
for public release is protected according to the Confidentiality Level Sensitive,” as established in
DoD Instruction 3500.2, “Information Assurance (1A) Implementation,” February 6, 2003.

The Office of Management & Budget (OMB) has also recognized PIl as a critical area in
OMB-M-008, “Protection of Sensitive Agency Information”, June 23, 2006, and OMB-M-06-19,
“Reporting Incidents Involving Pexsonally Identifiable Information and Incorporating the Cost
for Security in Agency Information Technology Investments,” July 12, 2006.

The Federal Information Security Management Act of 2002 requires all incidents involving
breaches of PII to be reported to the U.S. Computer Emergency Readiness Team (US-CERT), an
orgenization within the Department of Homeland Security, within one hour of discovering them.
. Notification must be provided in electronic or physical form, and distinction between suspected
or confirmed breaches is not required. US-CERT will forward all reports to the Identity Theft
Task Force within one hour of being notified by DoD,

Transfer of these items must comply with 47 U.S.C. 302a, which restricts out of band
emissions and use of devices that interfere with radio reception. Transfers of radio frequency
devices require special markings in that regard. 47 U.8.C. 501 and 502 prescribe general
penelties for violations, :

To mitigate risk, the USFOR-A must provide to ASD(L&MR) its prescribed process that
ensures policy compliance prior to exercising authority to transfer at-risk communication
equipment {(e.g., cell phones, personal digital assistants (PDAs), networking devices (e.g.,
routers), copy machines, fax machines, magnetic disks (floppies, ATA Hard Drives, USB
Removable Media (Pen Drives, Thumb Drives, Flash Drives, Memory Sticks with hard Drives),
Zip Disks, etc.). The USFOR-A procedures must contain the process to be used to respond o
breaches involving PII to minimize unauthorized disclosures and decrease potential for identity






Therefore, the condition for reconsideration of transfer authority would require a process that
ensures that computer equipment is sanitized and made usable again thereafler and prior to
transfer. Procedures must be provided to ASD(L&MR) before approval authority is
reconsidered. Practices would also include an operational statement or letter stating the CPU
contains no-classified, confidential or hazardous material. Stipulations cited for communications
equipment apply to computers and peripherals as well. Upon receipt of the USFOR-A
presceibed procedures, the C3I community in DoD, OMB, NSA, Commerce Department, and
other departments and agencies with an interest must review and approve the effectiveness of
those procedures. '

Guidance for computers leaving the possession of DoD> was provided in a Deputy Secretary
of Defense Memorandum, “Disposition of Unclassified DoD) Hard Drives,” dated May 29, 2001.
The Assistant Secretary of Defense, C3, foliowed up as directed with issuance of detailed
guidance in a memorandum on the same subject on June 4, 2001,

Under no circurnstances will classified or unclassified information systems, or material
containing classified or security material, be transferred under this modified and expanded
authority. After all requirements have been met to ensure no unauthorized disclosure of
information, revalidation of usability and reliability requirements applies prior to transfers in
Afghsnistan. No transfers of computers and ancillary equipment is permitted in accordance with
policy guidance outlined in DoD 4160.21-M. This policy modification provides no exceptions
for this equipment at this time.





















Attachment 1
















Unlted States Department of State
Waskington, D.C. 20520

MAY ¢ 3 20Nt

ACTION MEMO FOR ASSISTANT SECRETARY TALWAR (M)
FROM: PM-Vangala S. Ram

SUBJECT: Transfer of up to 100 Ten-Meter Dynatowers 1o the Government of the
fslamic Republic of Afghanistan’s National Sscurity Forces

Recommendation

That you concur with the transfer of up to 100 ten-meter Dynatowers to the
Government of the Islamic Republic of Afghanistan’s (GIRoA) National Secusity

Forces.

Appmem Disspprove

The Deputy Commander for Support, U.S. Forces ~ Afghanistan (USFOR-A) is
seoking State concurrence on transforring up to 100 ten-mster armored guard towers
(Dynatowers) to the Afghan National Security Forcsa (ANSF) (Tab 1 and Tab 2),
There are 41 towers at various unclassified locations in each of the Regional
Commands in Afghanistan (Tab 3). Additional towers are located at classified speclal

bases and other U.S, government agency locations. Towars of this type are
effective for critical facility defense, and are sufficiently armored to protect fricadly
forces against most insurgent attacks (Tab 4), USFOR-A has determined that
transferring those towers to Afghan forces will enhance thelr ability to protect key
infrasiructure and support International Secutity Assistance Forces (ISAF) retrograde
operations, and will advance bilateral relations between the United States and
Afghanistan at the national, provincial, and local levels, Acting Assistant Secretary
Kelly concurred with the transfer of one Dynatower to the Afghan National Security
Forces (ANSF) based out of Azizullah on February 14, 2014 (Teb 5)

‘The Departinent of Defenss (DoD)) will tranafer this property pursuvant to 40
U.8.C, § 704, which authorizes the transfer of foreign excess personal property
(PEPP) in exchange for “substential benafit,” In sccordancy with 40 U.S.C. § 701, the
head of the executive agency shell disposs of FEPP “in & manner that conforms to the
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